
In the Matter of 

FEDERAI, COMMUNICATIONS COMMISSION 
Washington, D.C. 20554 

CC Docket No. 96- I 15 
Implementation of the 
Telecoinmuiiicatioiis Act of 1996: ’) 

) 
Telecommunications Carriers’ Use of 1 
Customer Proprietary Network Information ) 
And Other Custoiucr Infoonnation ) 

The U.S. Department of Justice (“DOJ”) and the Federal Bureau of Investigation (“FBI”), 

pursuant to Federal Communications Commission (“FCC” or “Commission”) Rules 1.415 and 

1.41 9,’ subinit the following Reply Comment in response to the Commission’s Third Further 

Noticc of Proposed Rulemaking (Third Further Notice) in the above-docketed proceeding. 

SUMMARY 

In i t s  Notice, the Commission seeks to refresh the record, inter alia,’ with respect to 

issties involving the regtilation of fo r e iy  storage of and access to domestic Customer Proprietary 

Nelwork lnformation (“CPNI”). The D0.1 and FBI ask the Commission to hold that the CPNI of 

U.S. customers who subscribc to donicstic telecommunications services, as described at greater 

length in Section 11, he stored exclusively within the United States. Similarly, the DOJ and FBI 

ask that the Commission constrain fore ip  access to such information, under the circumstances 

‘ ~ ~ c . F . K . $ $  1 .415and 1 . 4 1 9  
-__ 

. - I he Cilnuiiission also seeks conirnent iii the 11istatit docket as to a n y  need for additional enforcement mechanisms 
or pr<)tections for carriri proprietary informatioii and the implications of the Comniission’s CPNI regulations when 
c a n e i s  leabe the inaikct. Our conmirnt applies solely to the issues of foreign storage and access. 



described below in Section I I .  Such rulings will sccure inextricably-relatcd and important W.S. 

cquily interests: thc maintenance of U.S. national security and public safety, the preservation of 

effective law enforcement and thc efficacy of U.S. legal process, the protection of the privacy 

and confidcntiality of communications records of U.S. customers who subscribe to domestic 

communications, and the prcvention of espionage, including economic espionage. In taking this 

position, the DOJ and the FBI also recognize, as discussed in Section 11, that there are logical 

contextual exceptions to the general rule we propose. Such exceptions would permit foreign 

storage of and access lo such infomiation under circumstances that are limited in  nature, scope, 

and duration, and which offer balance in a global communications environment. 

Section I: Background 

On May 22, 1997, a security agreement’ was consummated between British 

Tclrconimtinications plc (“BT”) and  MCI Communications Corporation (“MCI”), on the one 

hand, and the U.S. Department of Defense (“DOD”) and the FBI, on the other, arising out of a 

merger between BT and MCI with respect to the creation of Concert PIC,  a transaction then 

before the 

authorizations and licenses related to the transaction subject to, and conditioned the 

authorizations and licenses upon, compliance with the provisions of the agreement.’ In the BT- 

MCI agreement, the matter of CPNI storage and access arose, with its treatment in Section D.1-3 

as follows: 

In granting approval to the transaction, the Commission made the 

Tlic FBI and DOJ have  negotiatcd a number of such agsernents in the context of foreign ownership and the 
forelgn location of teleconununicatious facilities that support the provisioning of telecommunications service in the 
United States. These agrcements have included provisions aimed a t  ensuring that the government in the U.S. can 
satisfy its obligations to preserve the national security and  enforce the laws, and protect the public safety, as well as 
ensure the security of conmiunicatio~~r and related irecords and informarion in order to protect !he privacy of 
A n i u i c a n >  and IU prcveiii cspionage, iiicluding econonuc espionage. 

Sec I n   he h / i i i / o .  o j  lhe Mrigo. u/ 11C-I Coiii i i i i i i i icaiioiis Coiporurio,i niid Ei~iiisli Telc.coiilinr~,li~ations plc (BT 
,MC/ ~Mei~gtv:). G N  Docket No. 06.245. 

‘ / I /   omm mission's stant ot‘aurhority Issued August  21. 1997 
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1. For purposes of this subscction and related provisions of the Implementation 
Plan, “Domestic Cus~oiiier” means a customer who subscribes to Domestic Telecom- 
mtinications Services provided by Affiliates and whose international service is not 
provided pursuant to a contract or tariff arrangement for international services or 
similar volume discount arrangement. Use of a telephone calling card or similar device 
outside the United States does not change a customer’s status as a Domestic Customer. 

2.  Except for CPNI generated as a result of international calls, it is MCI’s general 
practice to store and maintain all CPNI for Domestic Customers within the United 
States. AfIiliatcs liavc no intention of materially increasing in the near future the degree 
of access from outside the United States to CPNI pertaining to Domestic Customers. 

3. The FCC presently has pending before it a rulemaking proceeding concerning 
CPNI (Common Carrier Docket 96-1 15). The FBI and MCI may submit to the FCC 
in this Docket comments regarding the issue of access to and storage of CPNI outside 
the United States. Until the earlier of March 31, 1998, or the effective date of the FCC 
regulations specifically rclated to this issue, CPNI pertaining to Affiliates’ Domestic 
Teleconiinunications Services (i) shall be stored and maintained exclusively in the 
Unitcd States, and (ii) shall not be accessible from outside theunited States to a 
materially greater degree than at present. The preceding sentence shall not apply to any 
Domestic Customer who has approved having his or her CPNI accessible from outside 
the Unitcd States. After the earlier of March 31, 1998, or the effective date of any FCC 
regulations specifically related to this issue, Affiliates (i) shall comply with those regu- 
lations, and (ii) shall iii any event, store and have accessible in the United States a copy 
of all CPNI retained by MCI in the ordinary course of business pertaining to telecom- 
inunications that originate or terminate in the United States. The Parties’ agreement on 
provisions relating to CPNI in this Agreement ... shall be without prejudice to the 
positions they may choose to take in any proceeding with respect to this issue.6 

As can be seen, in reviewing Section D.l ,  a “Domestic Customer” in the BT-MCI 

agreement tneaiit a customer who subscribed to Domestic Telecomniunications Services’ 

provided by the Affiliates (i,e., BT, MCI, and Concert, and each of them individually) a d  whose 

international service i s  “not provided pursuant to a contract or tariff arrangement for 

international services or similar volume discount arrangement.” Thus, a Domestic Customer’s 

~ 

” BT-,\ICI ,We,~<’t.  . 4 ~ i ~ ~ v m i ~ 1 1 1 ,  CY Docket No. 96-245, at 7. 

“Donirstic Telrconununications Serv ic rs ”  ale detiiicd in die B’l-MCI agreement as meaning “the provision of 
Irlrconmiunicdrions sciyicrs from oiie U.S. location (any state, district, territory, or possesslon of thr United States) 
to aiiotlier l i .S .  localion.” BT-~MCI.~yi.ee~rloi, at 2. 
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“scmice” coniprehendcd both intra-Tliiited States communications as well as noii-volume- 

discouiilcd international communications. Put differently, Domestic Customers would have 

constituted thc vast majority of MCl’s subscribers (i.e., subscribers who did not have substantial 

i t i l e r i i n t i on~ l  cal l i i i~ patterns or tisag). The DOD and the FBI souzht to assure the security of  

U.S. telecommunications and related records and information in order to protect theprivacy of 

~ln7rrictrns by pi-cventing access lo those records in foreign countries.‘ Accordingly, it seemed 

Iiighly appropriate to the DOD and FBI lo insist upon provisions to protect the privacy of 

subscribers who never, or only relatively rarely, place international calls, by not having their 

coiiiniiinications records and information (CPNI) stored or accessed abroad, with all intra-US.- 

based CPNT being required to be maintained exclusively within the United States.’ The 

fundamental reason for pressing for such a provision was the DOD and FBI’s considered 

asscssnient that, once a subscriber’s CPNI was stored or readily acquirable outside the United 

* ‘l‘hc DOI and the FBI share the views cxpressed by numerous other commenters who lorcefully argue that privacy 
protection o f a  subscriber’s telecommunications recolds and information, including CPNI, 18 absolutely vital. See 
the Conimission‘s description of the highly personal inature of CPNl at 9-10, i i f r u  Although privacy protecrion is 
sometimes cast iii terms of protecting u n  individual's private matters from the prying eyes of govenunent, within the 
United Stares there are numerous privacy-protecting regimes that ensure that U.S. governn~ental access to private 
inaterial IS appropriately balanced, based upon Constihltlonal and privacy-protecting statutory dictates, and is tied to 
legal process, including warrants and court orders, appropriate to the level of the privacy interest involved. 
Houcvei, placing private CPNT records overseas effectively dimjnishes the privacy protectlon embodied in U.S. 
l a w .  effectively prevents detection of priLacy (CPNI) abuse, and precludes meaningful privacy (CPNI) protection 
oveisisht and coiihol by entities sucli as the FCC, execiitive branch agencies, the U.S. courts, Congress, and other 
representatives elected by rlie subscribers. 

Ftom a compliance perspcctivc, there is a conceptually similarpi-o,ec/iveprovision in the BT-MCI Agree~nrrrr. ‘1 

Affiliates facilities referred to iii the preceding paragraph will be capable of complying, and configured 
to comply. and Affiliates’ officials i n  the United States will have unconstrained authoritv to ComDlv, with 
[variotis National Security Emerqencv Preparedness and other U.S laws] (emphasis added). BT-MCI 
Agweii ierir at 5 .  Section 11, B. 

This pi.ovision was intended to ensuie that no foreign law or authority would or could impinge upon the full 
a d  tinequivocal effect of U.S. l a w  111 o ~ l i e r  words, U.S. law would exclusively control. Contrast these provisions 
wlth the issue offoreign storage of. or bcoad access to, the CPNI of U.S. Domestic Customers which is now before 
tllc Conuiussion 111 this docket. and which. as pointed out in  our Comment. if  pemitted, would open the door to the 
operarmi of- forcigii l a w  (i i i  potential contrawltion of U.S. law). 
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States. U.S. law \bould no longer be the sole source ofcontrolling law. 

Thtis: notwithstanding that the Congress has enacted certain privacy and confidentiality- 

based laws (such as those pertaining lo  CPNI"' in the Telecommunications Act of 1996 and to 

other teleconiniunications ciistonier rccords and infom~ation in the Electronic Communications 

Privacy Act of 1986)" with the clear intention of securing U.S. telecommunications customers' 

privacy, these laws could be circunivented and their purpose frustrated by the storage of U.S. 

CPNI iii a foreign country. Indeed, the very CPNT statutory provision which aims at securing the 

privacy and confidentiality of CPNI, and which regulates the use, disclosure, and access of CPNI 

by telecommunications carriers," contains the carve-out "[elxcept as required by law ...." Hence, 

the invocation offoreign law by fo re ig  governmental entities, including f o r e i g  intelligence 

services, could lead either to the n m o w  tactical acquisition of the CPNI of certain US. 

customers (including the proprietary and highly-sensirive CPNl of specific U.S. corporate 

customers)" or to the broad-scale strategic acquisition of CPNI of a great many customers by 

such foreign entities. 

To take perhaps the most harrowing example, if it were the case that all 

leleconirnunications carriers were pemiitted to store a11 of their U.S. subscribers' CPNI abroad, 

consider the iniplIcations of exposing the highly-sensitive CPNI records of all of the U.S. 

Government departments and agencies - where CPNI custonievprofiles would reveal executive 

branch, congressional, judicial, military, diplomatic, civil, law enforcement, and intelligence 

See 47 C.S.C.9222 lo 

' I  Sei. Pub.  L. 99-508, Title I I ,  as amended. codified a t  18 U.S.C. 42703 

I '  .Ye? 47 U.S.C. 222(c)(l)  

, i As discussed helow, such acccss to the proprietaiy and b u s ~ n e s s - s e n s ~ r ~ v e  CPNI records and information 0fU.S  
mrpo ia t i ons  would rurnish an obvious enl lce and method for conducting economic espionage. 
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communications records, and thereby disclose highly-sensitive U.S. Governmental actions, 

activities, and contacts. 

Morcover, and importantly, foreign acquisition of the CPNI o f  U.S. customers may never 

be delectable or reported within Lhc United Slates if the foreign legal directive or process 

involved, like typical U.S. process, included a provision directing the carrier (or a contractor of a 

carrier, as the case may be) ti02 to disclose tlie existence of the fact of the foreign acquisition or 

anything about tlie information being acquired 

On July 9, 1997, the FBI filed an e~rpurte comment letter with the Commission in the 

instant docket (hereafter “FBI a p n v l e  letter”)“, which identified at length issues associated with 

~ h c  foreign storage of. and access to, the CPNI of U.S. customers who only subscribe to domestic 

Lelccommunicalions services (i.e., Domestic Customers). We incorporate by reference the ex 

parre letter in its entirety here. In the a p a v t e  letter, Domestic Customers are described as: 

customers, both individuals and businesses, whose telecommunications service 
(and whose CPNI related to such service) is essentially intra-U.S. in nature. Such 
service would encompass conventional long distance service, including long distance 
service where international calls may be placed; but it would be distinguished from 
international service(s) provided pursuant to special contract or tariff arrangement for 
international services or similar volume discount arrangement.” 

Thc FBI recorninended to the Commission that it “mandate that the CPNI of Domestic 

Customers _ .  . be exclusively stored in  (accessible from) the United States.”“ We noted that 

“distinct and delelerious national security, law enforcement, public safety, business proprietary, 

and privacy concerns are raised when foreigt-based storage of, or direct foreign access to, the 

6 



CPNI ofDonicslic Cusloiners is ~periiiitted.”’~ Elscwherc i n  the letter, wc pointed out that, 

although distinct, the array of concerns noted were inextricably interwoven with the matter of the 

privacy and confidentiality ofCPNI.’* 

I n  the FBI e.7 parte letter, we presented a detailed explanation of the harms to law 

1 ’ )  enforcement and public safety, 

espionage and acccss IO proprietary business information,” and subscriber CPNI privacy,” if the 

CPNI of Doinesric Customers could be stored and accessible abroad. For example, we noted in  

national security and international espionage,” economic 

the e.x purre letter: 

The CPNI of govemincntal officials may well disclose telephone contacts which 
would suggest to a foreign intelligence officer that the U.S. official could be 
“recniited,” “blackmailed,” or “compromised.” For example, a U.S. official’s 
contacts with banks, credit bureaus, etc.; counseling agencies or alcohol or drug 
counseling entities; sexual liaison contacts; etc. could give a foreign power the 
intelligence and levcrage needed to recruit the U.S. official, leading to espionage 
and other g a v e  national sccurity ham.*’ 

Such dangers would not be limited to governmental officials. The Government could not assure 

U.S.-resident private persons the same degree ofprivacy if their CPNI is stored outside the U S .  

as if i t  were stored within the U.S. Thus ordinary persons could be exposed to various crimes in 

which CPNI would be useful, such as fraud, identity theft, extortion, and child abductions in 

Ii Id. 

“[S]ubsrantial zoveninirntal, business. bocieral coiiceriis [are] inkrrelatd with the concern o f  customer privacy.” I 8  

(emphasis added) Id. a t  3,  n.5. 

I d  at 4 .  

’Ii Id ill 6. 

I ‘I 

2 1  Ill. at 8. 

? 2  I l l .  d f  IO. 

” l r i  a t  8. n 18. 



custody clisputcs 

Further, in  the c.r piwfc letter, we asserted that “the preservation ofprivacy interests, iirrer 

d i u .  \voulcl be illusory i f  foreign-hased storage of, or direct foreign-based access to, CPNI [of 

Domestic Customers] is pcrmittcd, and that, with foreign access, the FCC’s preemption [in CPNI 

reyuIationicn~orcenient] is, in fact, not certain nor clearly dispositive:”” 

I f  lbrcign storage of, or direct foreign access to, such CPNI is permitted . , . the 
laws and (or) the practices of the forcign country where the CPNI is stored, or 
from which it can be electronically accessed, could effectively nullify and 
supcrsede provisions of U.S. law related to CPNI. Stated differently, although 
FCC rules and regulations regarding CPNI would be preemptive within the U.S., 
and control CPNI exclusively, the same cannot be said when the jurisdictional 
reach and laws of another country are implicated through foreign-based storage or 
forcig-based direct access. Moreover, the prospect of direct foreign access to the 
CPNI of U.S. Domestic Customers would have the unintended effect of seriously 
undemiining, legally and practically, important U.S. Governmental, business- 
proprietary, and privacy-based protections that are afforded to CPNI under 
international and bilateral treaties (e.g., Mutual Legal Assistance Treaties 
(MLATS) and other international legal assistance procedures (e.g.,(Letters 
Rogatory)).” 

We argued that perniitting such foreign storage and access “would, as a practical matter [owing 

to thc application of foreign law and/or practice], constitute FCC endorsement of the paradigm 

that certain customers can properly be accorded disparate, and greatly-reduced privacy 

protcctions. thereby creating a two-tiered regime, wherein there is created ‘second-class citizen’- 

CPNI teleconimunications privacy rights.”’6 Such storage and access “would undermine 

reasonable subscriber assumptions about the safety, security, and business-proprietary and 

privacy protections that nornially would be expected to exist under U.S. law.”” 

We also noted that “foreiy storage or direct electronic foreign access should never be 

’I /ci at 2. 11. 2. 

:3 I d  a t  3 (footnokr ormtred). 

/,I. a t  9, n.21 .  

lit. a i  9.  

: 4  

7 7  
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permitted lo occur absent clear, affiiiiiative, and informed written customer consent” (e.g., I, 

[customer], hereby aulhorizc Carrier X to store my CPNl in [country Y ]  and/or ... direct foreign 

clcctronic x c e s s  to my CPNl from [country Y]),” Additionally, in  the FBI expnrle letter, we 

stated wilh regard to U.S.-bascd customers outside [!re cuiegovy ofDonzestic Customers that it is 

imperative that a “copy” orthose customers’ CPNI be stored in the United States, owing to the 

critical nced lor prompt, secure, and coiifidential law enforcement, public safety, or national 

security access to such inforniatioi? pursuant to lawful authority.” 

Finally, although the impetus for the recommended action arose from a foreign 

acquisitioii casc, we noted thal the liarnis associated with foreign storage and access would 

logically apply without regard to foreign ownership, and thus should apply to all 

telecoinmuiiications camers, domestic or foreign-based, offering service in the United States to 

Domestic Customers. Hence, treatmenl of these issues was appropriate for the Commission 

tinder the aegis of a rule-making proceeding dealing with CPNl which would have 

comprcliensivc cffect with respect to all carriers. As noted above, BT, MCI, Concert, the DOD, 

the FBI, and the Commission (which at the time of the agreement was consulted) agreed that this 

docket was the proper forum 

Section 11. Description of Domestic Customers; Service Usage; Exceptions 

In order that the Commission and other conimenters in the instant docket can better 

understand the context and paramelcrs of the recommended actions (and the nature of our 

concern), we believe i t  is important to further outline them here. Before proceeding, however, 

we wish to underscore the extremely sensitive nature of CPNI; we reiterate the Commission’s 

lri.  a t  9. To be clear, we are conteniplating the case 1vhei.e the foreign storaye o f a n d o r  access to CPNI is 
sustained and comprehensivr in nature. scope. and durarion (see our discussion a t  11-12, i!lfi.a). We are not 
suggesting tha t  customer coiisent should be required when a U.S. customer’s CPNI is briefly disclosed incidrnral to 
csrtaiii international calling or roamiig functions, where ad hoc disclosure o f a  limited amount o f a  customer’s 
CPNl IS necessarily requiied for call set~up, 3iitIieiirication, and billing. 

? ” I d  ai 4.  ,I. 8 

‘X 
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prior dcscription of CPNI: 

Much CPNI, however, consists olhiqhly personal information, particularly relating to 
call dcstinatioii, including the numbers subscribers call and from which they receive calls, 
as well as when and how frequently subscribers make their calls. This data can be trans- 
lated into subscriber ~rof i les  containing information about the identities and whereabouts 
of subscribers' friends and  relative^;['^] which businesses subscribers patronize; when 
subscribers are likely to be home and/or awake; product and service preferences; how 
frequently and cost-effectively subscribers use their telecommunications services; and 
- subscribers' social, medical. business, client. sales, orqanizational. and political telephone 
contacts." 

In describing U.S. Donicstic Customers, we have in mind what we believe are the most 

typical, and by Car the most numerous, of U.S. subscribers. Such subscribers, whether to 

wireline or wireless servicc, make local calls" and long distance calls within the United States 

Moreover, they makc limited international calls. Such calling may be through conventional 

means or Lhrough prc-paid cards or similar devices. As such, this calling infoimation (including 

its attendant call set-up, billing, and related information and records), practically speaking, has 

little or no reasoil to be stored outside the United States.34 

Siiicc the timc ofthe quoted Commlsslon's languase, Section 2 2 2  was amended in 1999 so as now to include and i,, 

provide pr iucy  protection for ''call location information." See Pub.L. 106-81, 5 5 (1)-(4) (1999). Foreign access 
to. and abuse of, suck call location information could be very detrimental to U.S. mobile subscribers. 

Seemid R q i ~ i ' l  nn,l Oniei. oiid F i i i .d iw ,/v(JtiCC? of Pi.oposerl Ririeinntiiig (CPNI Order) at 48-49, 1161, CC Docket 31 

No. 96.1 I 5  (rel. Feb. 26. 1996). 13 K C  Rcd at 8108,761 (emphasis added). 

While flat rate billing is the norm for wirehne services, certain wireline and many wireless services maintain local j I 

call detail, theirby exposing frequently made calls to foreign scrutiny should the CPNI he located outside the U.S. 

Other clectronic commuiiications. messaping, signaling, and similar traffic are nowadays frequently interwoven 
wirh conventional tclepliony sesuices. Such co~nn~uii icat~on,  messaging, and signaling information likewlse may be 
maiiitained by carriers and thus subject lo foreign scrutiny if it is stored outside the United States. 

i 3 

We contcasi i l i c  calling ofDoniestic Customers w i t h  the international services and plans thar may amact large 
n~uliii~arional coiporal~ons which conduct substantial business in many different countries and for whom certain 
spccial contract a i idoi  lariffai-rangemelits or similar volunle discount arrangements may make sense. As to such 
corporations. [lley already exposc a substaiitial amount of their international communications abroad; foreign-based 
(foreign-rendered) services and netuorks wouid aheady capture a significant amount ofCPNI-like infoimtlon; and 
b y  diiing husiness 111 a vasiety of foreign countries, such corporations have already subjected themselves to the laws 
of tliose countries (to include those that permit governmenial authorities (or perhaps others) to obtain CPNI-like 
information resident in  tha t  country). 

.lJ 
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Wc recognixe that with ccitain iiitcrnational long distance calling, and foreign roaming, 

CPNl call sctup and billing infotmation may need Lo be transmitted (and briefly stored and 

accessiblc) internationally through various carrier networks i n  order to support the provisioning 

or  the s c r ~ i c e . ~ ~  Such information would exist i n  a foreign country briefly as part of the call set- 

up and authentication, and for billing purposes. Although the foreign presence of such CPNI 

a ryab ly  exposes that particular inlormation to the harms we outlined in Section I, the exposure 

is clearly flccting and quite limited. 

Consequently, in terms of the interrelated concerns noted above, we do not object to the 

very limited foreign storage ofor  access Lo the CPNI ofDomestic Customers in the context of 

selting-up and billing for particular international calls or for international roaming. 

Far and away the most problematic in nature, scope, and duration is a camer's foreign 

storage of, or hroad foreign access to, CPNI." This can exist with respect to a camer offering 

niultinational service or to a purely doniestic carrier through a contractual relationship with a 

foreign-based, third-party billing or marketing contractor, for example. Making such 

circumstances worse from the perspective of the privacy and confidentiality3' of customer CPNI 

material is the prospect that the CPNl involved may be that of a carrier's entire customer base. 

The srorasc or access thus may well be ongoing and comprehensive, with, for example, monthly 

35  Ccltain satelllie-based (Mobile Satellite System (MSS)) services, likewise, would fall in this category. 

i o  S i n i i l ~ r l y  ~iicluded in t h s  category would be other foreign-based or accessible customer service or call center 
seiwices (i.rgardlzss of can ie r  rernunology employed for such and relared endeavors) where there would be a 
databasr (or darahass access) containing, 011 311 ongoing basis. complehensive CPNI cusiorner protile andor  b~llilig 
infomiatioii. 
.~ 
I! A s  inored a b m c ,  i ~ i i e ~ ' d i r r ,  espionage and ccononllc espionage harms ate interrelated with CPNl and,  with forelgn 
access, would hr t rygered concurIeiiIl~ ul th  h e  range of other h a m s  to privacy and confidentiality. 

11 



billing records of customers being available for multi-year periods of  service.” As discussed 

above, by virtue of the CPNl being stored or accessible in a given foreign country, the laws of 

that country arguably could apply, conflicting with U.S. law and rendering such information 

open to selective or broad-scale undetcctable and non-reportable foreign acquisition. 

Kit  wcle the case that all telecommunications carriers offering service in the United 

Stales chosc to store all CPNI abroad, i t  would immediately imperil vital U.S. law enforcement 

and  national security investigations. As we explained in the exparte letter at some length, it is 

absolutely imperative that U S .  law enforcement and national security agencies have unimpeded 

access to CPNI and other carrier subscriber records and information, pursuant to appropriate US.  

legal process. 

iiiaintaining a copy of the CPNl for all U.S. customers were to be mandated to meet vital U.S. 

law enforcenienl and national security inves/igrifive rcquirenients, and even if carriers to were 

assure the U.S. governincnt oFacccss to such CPNI;’ the foreign storage o f  customers’ original 

CPNI wsould nevertheless make possible all of the h a m s  related to privacy and confidentiality 

abusc, economic and international espionagc, and espionage-related “recruitment.” 

In a number of the foreign ownership agreements that the DOJ and FBI have consummated, 

foreign storage of CPNI has not been precluded outright, so long as U.S. law enforcement or 

IO Moreover, froni the CPNl privacy and confidentiality perspective, even if 

On the othr~ hand, we do find objectionable foreign access to such billing, marketing, call center, or  
other information systems for system development. maiiitenance. or similar support purposes, which may require 
(pi~exiniably brief) ;ncidcvif[iI IICCCSS to US.  Domestic Customer CPNI. See Comments of Ameritech at  1-2 (filed 
Mar 30. 1998) i r i t l i  respecr to linuted “incidental access” to databases and systems. Hence, our views here are 
coiisistriit with thosr above regarding very liinircd foreign access to CPNI with regard to international calling, 
i m n i i n g .  iMSS service, and switcli and network development. maintenance, and kouble-shooting. 

:8 

3,)  See FBI CT p[ii’rc letter at  4.3 

See, ‘5.. MCI Reply Conirnents a1 19 (filed U l J i 9 8 ) :  “ . . .  MCI went the farrhest in attempting to reacha 40 

compi~oniise wit11 the FBI on the issue by proposing thai a l l  domesric CPNI be readily accessible from tlle United 
Stales. so that i l I S  jiiiniediately available to law cii1oIcenienr personilel.”). 
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i nlclligence agency have accc‘ss to CPNI and slorcd communications, records, and other 

inlhnnalion upon service of appropriate legal process. We have taken this position in our 

agrccnienls for several reasons. First, absent a rule 0fU.S. law with general application, we have 

bccn reluclant to i ns i s l  upon e.xc/u.yivc U.S. storage in all cases. This docket offers the 

opporturiity to remedy this matter on a comprehensive, as opposed to a selectivc, basis, with a 

rule applicahlc to all telecommunications carriers offering service in the United States. Second, 

in many of these ageenients. the carrier was either principally offering international service or 

was contlucting substantial business service internationally, as opposed to purely domestically 

Third, each such agreement resulted from a careful ad hoc assessment of the likely potential for 

foreign storage of communications, records, and information (including CPNI) to actually 

occur” and, imponanlly, from a careful assessment with respect to the carrier and foreign 

country involved. Such ad hoc asscssmcnts, ofcourse, are quite different from the matter beforc 

the Corninission in this dockct where, by virtue of the ruling of the Commission, a “green light” 

could potentially be given to (dl carriers offcring service in the United States (domestic and 

roreign-based alike) to store the CPNI of U.S. Domestic Customers abroad. Fourth, although we 

have been prepared in  our past agreements to tolerate foreign storage in particular cases, we can 

state unequivocally that there would be certain carriers and foreign countries which, if 

encountered i n  the context of Section 310(d) or Section 214 licensing applications, we would 

either oppose outright or obligate in an agreenient to maintain CPNI and other stored data 

exclusively within the United States. Finally, in  lhese agreements, there have also been 

provisions W M I  require carriers to expressly advise the DOJ and the FBI of any potential plans 

~ _ _ _ . _  
4 1  From oiir discussions and neyotiat io~~s wi th Llic cnnlers iii thes? agreements, i t  lias been our  understauding that the 
actlldl Iihelihuod offorelgn storagr. although permitted in the agreement, was typically either remote or l ikely to be 
relatively Ilnulcd ill narurc, scopc. or durnrion. 
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to move stored subscriber com~nunications, records and information (including CPNI) abroad, 

with the potential for further DOJ and FBI response. 

With respect to the matter of foreign storage of CPNI or other stored communications, 

rccords and infomiation. as disctissed rurlher bclow, certain carriers have comnlented that, even 

if the, CPNI o f  U.S. customers werc to be stored abroad, in their estimation there would be no 

real threat to U .  S. law enforcenicnt and national security agency efforts. They indicate that 

carricrs could efficaciously honor U.S. legal process, just as they would be able to honor the 

dictates of CPNI protection. For several reasons such comments are both too facile in their 

asscrtion and unsound in their substance. 

First, in the instant docket, no carrier offering its comments has acknowledged the 

implications o f  U.S. law (including the U.S. statutory and FCC regulatory laws with respect to 

CPNI) Kt applying cxclusively to CPNI stored abroad - with all the attendant risks were foreign 

law to apply. Second, no carrier has considered the privacy and confidentiality implications of 

foreign-stored US. subscriber CPNI with respect to the undetectable and unreported access that 

foreign govermnental entities (and perhaps others) could have to such CPNI (either “as required 

by 

commented upon the implications of foreign law impediments to vital US. law enforcement and 

national security access to such foreign-stored CPNT ~ such as, for example, European laws 

requiring thc destruction of CPNI irnmcdiately after i t  has served its technical or billing 

or otherwise), by virtue of CPNI  storage in a foreign c o ~ n t r y . ~ ’  Third, no carrier has 

1 2  Again, s w  discussion a t  5 ,  suiw(i. 

Uotr, in this con~iect io i i .  the Conimrilrs o f  ihr Czllular Teleconununications Industry Association (CTIA)(dated 4: 

Oct. 2 1 .  2002)  at  5 :  ”. .[ititemat~onal] GSM [Global Systrln for Mobile Communications] Roanung Agreements 
ci is i i ic  b y  contract that rhr C L I S ~ ~ I ~ I ~ I ’ S  ~nfornintion wi l l  bs protected accoidiiie to the doiitrstic law oftheplnce 
___-_ u1it2w rlrt, 1131~  i.v i uo i i i i i i q  ’’ (emphasis added) 
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f i~nctions."~ Fourth, no carrier, in offering it5 comments, has recognized the implications of 

existing or futurc15 foreiLg legal impcdinients being asserted generally to U.S. agency access LO 

foreign-stored CPNl material, andcr circumstances where the foreign government, in asserting 

ils jurisdictioii over thc CPNl res in its land, may choose to oppose U.S. access (as we in fact 

would do ( i n  the revcrsc) fo emure compliance with U.S. law. as indicated in our agreements). 

Fifth, sonic comnieiiters, such as CTlA,46 have cited the Bank ofNovcz Scotia ("BNS'Y)"' case, 

and the DOJ's United Statcs Attorneys' Manual," for the proposition that, even with foreign 

storagc, thcre would bc 170 impediment to U.S. agency access. This is incorrect. The BNS case 

siniply upheld use o r a  subpoena to compel a U.S. branch of a bank to produce records held by a 

foreign branch of the same bank, wen  where production would violate the foreign country's 

bank secrccy laws. However, whether a court will enforce such a subpoena may depend on a 

balancing of  factors relating to the facts of the specific case and the competing jnterests of the 

different sovereigns, so success is not a certainty". Moreover, use of such "BNS" subpoenas 

Cuii ipi i .e AiTicle 6 ofDireclive 2002/58/EC on Privacy and Elecrronic Communications, 2002 0.I. (L 201) 37, 44 
("Traffic data , . . must be erased or made anonymous when it is no longer needed for the purpose of the transmission 
of a comniunication . .  .") ~v i r l i  47 C.F.R. 42.6 (1996)(common carriers are required io retain telephone toll records, 
a subser of CPNI, for a period of 18 months). 

4, 

We mciiiioii possible furure foreign legal impediments because, internationally, the field ofdata destruction, ii 

preservation. and retention l ids  been iii iumultuous development in recent years. 

See CTIA's 2002 Comments in .  16,  siipi'ii) at 7 

See I,J Re G w ~ l  J l q  P, .oceet i~~gs (Boiik r f l  :VOWI Scoiiii)("BNS"), 740 F.2d 817 (1  Ilh Cir.), cert driiicd, 469 U.S. 
I106 (1  9S5). In [he BNS case, the records soughr were bank records which rarely are time sensitive in nature. More 
importantly, tlie case stands for the proposition that a U.S. court w i l l  enforce U.S. law i n  the United States, 
notwitlistandiog that a foreign law may conflict with such U.S. law. The case does not speak to the reverse 
situation. ivhrre a foieign based entity inight pursue 11s remedies in a foreign court which most likely would focus 
iipoii tlic ri,rrlgn law and foreign interests. 

16 

IT 

18 Ln~led  Slalrs Attoiney's Manual, Title 9, Criminal Division, available at 
ht tp:  'X\wb iisdoi."v.'usao'eoiisa..foia readill< rooln;ilsamiindeu.html. 
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may advcrscly affect the United Slates’ law enforcement relationship with the foreign countries 

involved. and for this reason they are in  fact used rclalively infrequently and federal prosecutors 

must obtain written approval froni thc Criminal Division of the Department of Justice before 

issuinx sucli subpoenas.’” Sixth, even if the camer involved simply ignored the foreign law and 

caused the CPNl material to be accessed on behalf of the United States, i t  is entirely possible that 

the specific carr ier access methodology or record-keeping regime may leave an electronic or 

other “audit trail” that could tip off thc target, including a foreign-based national security target, 

and thus compromise an important investigation.” 

Section 111. Reply Comments 

In this seclion, we address Comments made in this docket to date. 

At the outset, some con~menters question whether the matter raised by the FBI, with 

respect to recommended constraints being placed upon the foreign storage of and access to 

CPNI, should properly be belbre the Coinmission i n  this docket. Comments are made that the 

CPNI statute (47 U.S.C. 5 222) is silent on the matter of storage of CPNI, and thus Section 222 

United States Attorney’s Manual, Section 9-1 3.525. Alternatives to the “BNS” subpoena- seeking the assistance 
o f a  forcign country in obtaining the records through letters rogaiory or Mutual Legal Assistance Treaties - are not 
uniformly succrssful, and even when successful they are far more burdensome on U.S. law enforcement authorities 
and entail significantly greater delay t h a n  the use ofdomestic legal process to obtain records located within the 
United Sbtes. Such alternatives also require disclosure to foreign authorities ofthe subject matter ofthe U.S. 
iiiquiry and the relevaiice of the records to that inquiry, disclosure which may not be appropriate in a particular case. 
Furthermore. the alternative of a lerrer i-ogatory 0 1  Mutual Legal Assistance Treaty request is available. if at all, only 
in thr coniexr of criminal in\aestigations and prosecutions; it  is not available in the national security context. 

’I Omnipoint Commun~cations, rnc. (Onmipoint) i n  its Conunenrs at 8 (filed Mar. 31, 1998) suggested the use of 
security ii~easurcs such as encrqptioii to prevent foreign access. While the use of encryption can usefully be 

piotccring CPNl in a foreign hilling center operation would probably not be practical nor effective. Assuming the 
CPNl was encrypted overse2s, a foreign power could compel the possessor of the encrypted material to provide the 
key5 (I~kcly iiiider the power o f  l aw) .  See. as a likely counterpart, CALEA 5 103(b)(3)(requiring carriers to decrypt 
comnluniciltions ~cheii they posscss the ~nformauon iicccssary to decrypt the conmunications). 47 U.S.C. 5 1002 (b) 
(2). If lhc encr)ytion were employed from the United States, the foreign power could stlll seize the encrypted 
niatsrial 2nd seek to decrypt i t  on its o w n  Heiicc, cncryption siniply cannot solve the CPNl rrposrrw problem. 

j U  

einployed. as a purely technical matter, to protect the cnntenl of communications and otherwise, its value jn 
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cannot be a basis to rcgulrrle 01- control L‘oreign storage or access;52 that, by virtue of Section 

222’s silence 011 these niatters, Congress did not inlend to regulate or control foreign storage or 

access;” and that such matters are accordingly outside the purview and power of the 

Commission to regulale.” We respectfully disagree. 

Thc heart and spirit of Congress’ CPNI statutory enactment is the protection o f  the 

privacy and confidentiality o f  U.S. customers’ telecommunications records and infomation. 

We belicve Lhal the errorts required to cffectuate the intended CPNI protection should be 

coniniensurale wilh the highly-sensitive nature o l  such CPNI records and infomiation. As the 

Coinmission has noled, CPNI “consists of highly personal inf~rmation.”’~ Congress’ enactment 

logically must be construed and implemented by h e  regulatory body charged with its proper 

effectuation in such a way that the law’s central purpose will not be undermined and its central 

promise not broken, which inust include making essenlial rulings related to foreign storage and 

access. When Congress enacted the CPNI law, there is every reason to believe that its intent was 

to secure, without further equivocation or exception, the privacy and confidentiality of U.S. 

telecommunications customers with respect to highly-personal CPNI information. With 

domestic slorage of, and narrowly limited foreign access to, U.S.-based CPNI, Congress’ will, 

SCLV c‘g , Comments olIridium Noith America (1“) a t  2-3 ( f i led Mar. 30, 1998); Reply Comments of INA at 1- j? 

2, 4 (filed April 14, 1998); Comments of Onmipoint at 7 (filed Mar. 3 I ,  1998); Reply Comments of AT&T at 8 
(filed r\pril 13, 1998); Reply Comnients ofMCl Telecommunications Corporation (MCI) a t  19, 22 (filed April 14, 
1998); Comments of WorldCom. Inc. (WorldConi) ill 8 (filed October 18, 2002); Reply Comments of US West, Inc. 
(US West) at I I  (filed April 14, 1998); Conunents o f  CTLA at 2-3 (filed Oct. 21, 2002) Comments ofverizon a t  2 
(filcd October 22,1002).  

Sre. ‘ . g ,  Conmients of INA at  2-4 (fi led Mar. 30, 1998); Reply Comments ofINA ar 4-5 (filed April 14/1998); 5 3  

Reply Conuiienrs ofUS W e s t  a t  I 1  (tiled April 14, 1998); Reply Comments ofMCl a t  19 (filed April 14, 1998) 
i, ~ . k c ’ .  e ~ y .  Colnments of WorldCom, Inc. (\VoIldCom) al 2, 8 ( f i led October 18, 2002); Comments of Verizon at 1 -  
1 (filed Ocroher 22, 2002). 

” S c r  the Chinniision‘s CPVI Oi.di,i.at 48-40, ‘161; 13 FCC Rcd a t  8108, 761 

17 



and the protection of CPNI it so desired, can be manifestly secured without any such 

equiwcation or significant exception. However, as we have pointed out in this filing (as well as 

i n  the FBI M purle letter), pcrinitting sustained, ongoing, and broad-scale foreign storage of, or 

access to, b.S Doniestic Cusiorncrs’ CPNI could, by virtue of the operation and preemption of 

forcign law, substantially and undetectably eviscerate the privacy and confidentiality protections 

iiitcnded hy Congress. 

Like other statutory regimcs whose promises are to be effectuated through subsequent 

regulation, thcre is I JO requirement for the CPNI statute to detail with complete specificity the 

maliner and means o f  ils implementation. Thus, the Commission, vested with broad and elastic 

powers“ under the Communications Act, is authorized to effectuate the Congress’ core intent 

and. through rulemaking, to issue mlcs with respect to the manner and means of implementing 

the privacy and confidentiality protections promised for CPNI. 

The Commission’s fundamental authority to rule here and to prescribe constraints upon 

the fore ig  storage of and access to U.S.-based CPNI is beyond dispute because such a ruling 

obviomty, rationally, and directly gives meaningful effect both to the CPNI law and to the 

underlying privacy and confidentiality provisions which are at the core of the CPNI law. In the 

slightly different context oTConitnission jurisdiction to prescribe conditions under which 

terminal equipment may be interconnected with telephone networks, the Court of Appeals for the 

Fourth Circuit described the fullness of Commission regulatory authority: “The contention that 

the absence of explicit statutory authorization prevents the FCC from adopting a registration 

See Gi8i iei~nl Telcphofir Co. of Soiiihi>’rri I ’  Ufii fed Sinles, 449 F.2d 846, 853 (sth Cir. 1971)(“The 5” 

Conimiinicatioiis Act w a s  designed to endow the Cornmiision with sufficiently elastic powers such that it could 
readily nccommoddtc dqnaniic i i e w  developiiients in the field of communications.” ) 
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program [for temiinal equipment] contradicts all relevant authority5’ and confounds the very 

purposc of agcncy delegation -- inslilutionalization of authority to fashion policies and programs 

that implement broad legislative mandates in presently unlbreseeable c i r~urns tances .”~~ 

Similarly, the United Slates Supreme Court has stated, “In the context o f  the developing 

problcms to which i l was directed, the [Communications] Act gave the Commission not 

niggardly h u t  ewpansive powers.”” Elsewhere the United States Supreme Court has stated, 

“Nothing in the language of 91 52(a) [of the Communications Act of 19341, in  the surrounding 

language. or in the Act’s history or purposes limits the Commission’s authority to those uclivifies 

and forms of communication that are specifically described by the Act’s other provisions.” 

(emphasis added)“’ 

Further. as noled in Section I, szrpvu, the first stimulus with respect to referring this matter 

to the Commission was the uyreed-lo uizcievsfaniling of the telecommunications carriers BT, 

MC1, and Concert, plc. and the FBI and DOD, that the current CPNI docket was both 

Jurisdictionally empowered and entirely appropriate to rule on this matter of foreign storage of 

and access to domestic CPNI. Moreover, both in its consultation with the aforementioned parties 

during negotiation of the BT-MCI agreement, and subsequently, when the Commission 

reviewed, approved, and ultimately adopted the agreement with all of its provisions, there was 

Fooriiore i n  tlie original quoted text: “ E g . ,  l V ~ l l l / J n ~ l ~  Bi.o,iilcnstiny Co. I,. United Slnles, 3 19 U.S. 190, 218-19 
(1943) (FCC p o w e ~  to take action iiot explicitly authorized by Communications Act upheld; “itenuzed catalogue” o f  
specific problcms and powers of a iegulatory agency would “fruskate the pulposes for which the Communications 
Act” w s  passed); GTE Se,-i,ict. Cuip. I,. FCC, 474 F.2d 724, 730-31 (2d Cir. 1973) (fact that  Communications Act 
nlakcs 110 reference to computers and d a u  processiiig does not prohibit FCC from regulating carrier activities in 
tliosc hrlds): ,MI. ;Mn,is/?lie/d Tc/ei,isioii. liic. I>.  PCC, 442 F.2d 470, 480-81 (2d Cir. 1971) (FCC may regulate prime 
time access i n  telei’ision despite lack of specitic statutory authorization).” 

3: 

58  
h O f ’ l h  CcirU/ilrtf uliiiiio Coin~~irs.siuil 1’ i.‘C.c‘. 5 5 2  F.2d 1036, 1051 (4Ih Cir.), cert. [/en;&, 434 U.S. 874 (1977). 

I” ~~~~IIoIIo/ Rw~odciisli~1y Co. 1’ .  b’iiiicff Sinles, 319 U.S. 190. 219 (1943). 

L~ii i i i~i lSf~i i i~s 1’. .~oi , f / i~ i , [ , . \ l~ i .~ i  C d h  C a  192 Li.S. 157, 172 ( I  968). h(, 
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ncvcr a n y  h in t  or suggestioii from the Commission that this matter was not subject to regulation 

arid proscription under Section 222 ofthe Con~munications Act and the Commission’s 

iinpleinciiting rules. Nor was there a n y  indication that the Commission othcnvise lacked 

jurisdiction or authority lo treat this CPNI matter. The Commission was correct in its 

jurisdictional assessmeiit thcn, and the Coniinission should reassert it now, recognizing that 

“[tlhc FCC’s interpretation and application o f  its authorizing statute . . .  will be set aside only if it 

is ‘arbitrary, capricious, an abuse o f  discretion, or othcrwise not in accordance with law.’ 

5 U.S.C. $ 706(2)(.4) (l982).”” 

A number of commenters also have taken the position that the CPNI rules enunciated in 

Sectiou 222 adeqtiakly protect customers’ privacy and confidentiality rights. 

disagree with this contention. First of all, as amply discussed throughout this Comment and in 

the prior es pui-te letter, the operation of  foreign law in the foreign country in which the CPNI 

might hc stored or accessed may as a practical matter conflict with Section 222. Further, as 

pointed out, foreign law and foreign governmental actions contrary to the privacy and 

confidentiality provisions of Section 222 can be undertaken without detection or reporting. 

Moreover, as a practical and legal matter, there is no effective way for the domestic carrier, the 

Commission, or other United Statcs Government agencies to inspect or investigate the uses and 

disclosures of foreign-located CPNI. 

We respectfully 

Several coinmenters have stated that the FBI recommendation would conflict with 

R W ~  T & ~ / I U M  Coaiiiio/7 I,.  F CC., 838 F.2d 1307, 13 13 (D.C. Cir. 1988)(construIng the Comss ion’s  ability h l  

[o interpret and apply its jurisdlctioii and authority consisteiit with the dictates of the Admmistrative Procedures 
4ct.) 

’’ 
Coniiiictik at I 9  (tiled Mar. 30. 1998); GTE Cummetits a t  7-5 (filed Mar. 30, 1998) 

q ,  I N A  Conunetlts at 2 ,  4 (tiled M a r .  30, 1998); IN.4 Rrply Conments at 2 (filed Aprll 14, 1998); MCI 
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international calling and roamins."-' A s  we have explained in Section I1 above, the 

recommendalioii proposed clcarly would 1101 constrain international calling or roaming because 

the foreign storage and access invol\cd in such circumstance would be very limited in its nature, 

scope and duration. That is, CPNI  transmitted, temporarily stored, and briefly accessible abroad 

pursuant IO the placement of  international calls and roaming would no[ be subject to the rule 

proposed. Similarly, several corninenters have indicated that, in their view, the FBI 

recommendation c\'ould conflict with fore ipbased switch, gateway, or network support.6J 

Again, as we explained in Section I1 above, the recommendation proposed clearly would nor 

constrain foreign-based switch, gateway, or network support because the foreign storage and 

acccss involved would be very limited in its nature, scope and duration. Likewise, CPNI 

teniporarily stored and accessible abroad pursuant to the development, maintenance, and trouble- 

shooting required to support switches, galeways, and communications networks would not be 

subject lo the rule proposed. On the other hand, the recommended action for Commission 

rulemaking should be applied to the sustained, ongoing and broad-scale storage of and access to 

such CPNI by and through foreign-based billing, marketing, call center, and similar entities 

where the foreign storage and access to Domestic Customer CPNI are no[ limited in nature, 

scope, and duration. 

Commenters have also indicated that there may be cost savings in having the CPNI of 

U.S. Domestic Customers stored abroad or accessible from abroad, and that a constraint on 

6~-, SI.?. e g., Comlrnts ofAT&T Wireless, liic. (AWS) at 2-4, 8 (filed Oct. 21, 2002); Omnipoint Comments at  8 
(filed Mar. 30. 1998). Ornnipoint Keply Comments a t  3-6 (filed April 14, 1998); Nextel Communications, Inc. 
(.Vehtel) ~ 1 4 .  tiled Oct. 21.  2002); INA Coninients at 5-9 (tiled Mar. 30, 1998); N A  Reply Comments a t  2-3 (filed 
Apri l  14. IWXI. 

5 4  Scc .  c.g.. lS.4 Comments af 6-9 [filed M a r .  30. 1996): Amrrirrch Conmalts a t  2 ( f i led  Mar. j0, 1998); CTlA 
Coiiimrnls a t  4.3 (filcd Oct. 21 .  2002). 
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forcigi stot-age or access to domcstic CPNl could causc carriers to incur greater expense.65 The 

forcyoin:: proposition is irrelevant to thc fundamental thrust of Section 222 and the privacy and 

conIidentiality protections it proniiscs. As we have explained above, placing the CPNI of 

Domestic Customers abroad, such tha t  there is sustained, ongoing, and broad-scale foreign 

access to the CPNI,  clearly imperils the privacy and confidentiality of such CPNI in ways that 

Section 222 simply cannot prevent (hy virtue ofthe application of foreign law in the fo re ig  

land). 

I1 has only been within the last few years that carriers have been considering or actually 

storing or accessiug domestic CPNI abroad. Before then it had been the traditional, pervasive, 

and coniplctely commonplace circumstance that such CPNI was virtually ulwuys stored 

exclusively within or accessed exclusively from within the United States. We are unaware of 

any significant affinnative carrier complaint arising during this period of exclusive U S .  domestic 

storage of CPNT that such domestic storage was burdensome or onerous. Thus, carriers cannot 

now plausibly claim that returning to the former (and recent) status quo would he intolerable. 

Neither can they, by invoking the mantra of globalization, cause the privacy and confidentiality 

of Americans' CPNI to be depreciated when palpable foreign-based risks have been identified. 

While carriers may logically seek to reduce expenses in all areas of corporate endeavor, the 

Commission cannot partner with carriers in this regard when the privacy and confidentiality of 

Americans' CPNI (which the Commission is tasked with preserving in this docket) are at risk. 

Further, neither can the Commission endorse carriers' recent appetite for thriftiness with respect 

to ( h e  forcign storage of CPNI when \)ita1 U.S. law enforcement and national security interests 

''' SCW P g , Co~~mmmrtlrs o fMCI  at IS-I9 (tiled M a r .  30. 1998); Comments ofNextel at 5-6 (filed Ocr. 21, 2002; 
C l ~ l h  Conimcnrs a t  4 (filed Oct. 21 .  2002); 4T&T Reply Commcnts at 8-9 (tiled April 14, 1998); Comments of 
Verizon a t  3-4 (filed October 22, 2002). 
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(requiriii3 surc: sccurc, expcditious, and unimpeded U.S. investigative access to CPNI) would be 

jeopardized. 

Conclusion: 

In  conclusion, as explained above, we believe the Commission is fully empowered to 

make esscntially-needed rules with respcct to the foreign storage of and access to the CPNI of 

U S .  customers under its implementation of Section 222. Only by constraining foreign storage 

and access to such CPNI records can the statute reflecting Congress’ intent be effectively carried 

out. As notcd abovc, with thc foreign storage of, or broad scale foreign access to, CPNT, U.S. 

law (with respect to 47 U.S.C. 9 222,  18 U.S.C. 4 2703, and others) cannot be said lo be 

exclusively controlling. This circunistancc opens the door to litigation over the possible conflict 

or lbrcign l a w  with U.S. law and its privacy and confidentiality protections in this area. Indeed, 

the language of Secrioii 222 (“except as required by law”) may be cited by foreign governments 

(acting pursuant to foreign legal process or otherwise) as justification to access and use U.S. 

customcr CPNI in ways that are completely contrary to U.S. privacy, business-proprietary, law 

enforcement, national security, international espionage, and economic espionage interests. 

Moreover, as pointed out, such access and use could occur narrowly or quite broadly, and 

conipletely transparently without any detection by or reporting to the United States. 

I n  this filing we have made clear that we do not propose to constrain foreign access to or 

storagc of the CPNI of  U.S. Domestic Customers when such access or storage is brief and 

Iiiniled i n  Its nature, scope, and duration. However, the Commission would be countenancing 

the array oEhamis identified in this Commcnt if i t  were to permit the sustained, ongoing, and 

broad-scale foreign storage of and access to CPNl through foreig-based billing, marketing, and 
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call centel- facilities which so ohvioiisly and readily lcnd themselves to foreign governmental 

access. Thc Commissioti should not stand by and permit Ihe pi-ivacy and confidentiality of 

Americans' CPNT, nor the incxtricably linked U.S. law enforcement and national security 

interests, to bc placed at risk 

Respectfully submitted. 

' .  
(2. ulk/ k -  ~/ , 1 1  , )  
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